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Parameter Table

Operand Size NTT Length Decomposition

5632 bits 512 Radix-2

8448 bits 768 3×256 Good–Thomas

Implementation Optimizations

Bits GMP (Vari.-time) Ours

5632 22903 21472 +6.25%

8448 41051 34212 +16.66%

➢ Crossover: The practical crossover against GMP is below 5632 bits.
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Large Integer A

Radix-222 chunking

Polynomial coefficient 
vectors 𝑉𝐴

𝑉𝐴/(𝑞1, 𝑥
𝑁 − 1) 𝑉𝐴/(𝑞2, 𝑥

𝑁 − 1)

Forward NTT Forward NTT

Pointwise 
Multiplication with 
𝑉𝐵/(𝑞1, 𝑥

𝑁 − 1)

Pointwise 
Multiplication with 
𝑉𝐵/(𝑞2, 𝑥

𝑁 − 1)

Inverse NTT Inverse NTT

CRT reconstruction

Dechunking 
and carry propagation

Exact Product A × B

* Another large integer B undergoes the same chunking 
and forward-NTT pipeline; its transformed coefficients 
are omitted here for simplicity.

Zero-Skipping
➢ Specialize radix-3 NTT to employ padded zeroes in the 3 x 256 Good-Thomas layouts.

Contribution
➢Multiplication : Build Neon-

optimized NTT multipliers for 
5632-, 8448-, 11264-, 14080-
bit operands, and evaluate 
them against tuned-GMP on 
Cortex-A76.

➢Montgomery Multiplication 
and OpenSSL RSA : Integrate 
the NTT multipliers into 
OpenSSL’s Montgomery path 
with fixed-operand 
precomputation.

➢Formal Verification : Check 
the core Neon kernels with 
CryptoLine and HOL Light for 
algebraic correctness and 
range safety.

Large Integer Multiplication Montgomery Multiplication

Multiplier Bits OpenSSL Neon Ours

5632 5120 56597 47190 +16.62%

8448
6144 80227 76061 +5.19%

8192 139720 77683 +44.40%

OpenSSL RSA

Multiplier Bits Operation OpenSSL Ours

5632 5120
Verify 1413966 1070065 +24.32%

Encrypt 1419155 1076692 +24.13%

8448

6144

Verify 2029822 1703906 +16.06%

Encrypt 2035934 1710650 +15.98%

8192

Verify 3596094 1741234 +51.58%

Encrypt 3602484 1750415 +51.41%

Becker et al. : 2048 bits  

Cortex-M3 and
Cortex-M55

From where can NTT be faster than 
other multiplications?

Cortex-A76

?

F1-F4

F5-I4

I5-i8

Low Memory Traffic in 
256-point NTT

Layer Fusion CT for both NTT and iNTT

Dechunking in Good’s Layout

Friendly output bound 
Fewer lazy reductions

Free 
Inverse Permutation

References


	投影片 1


   2 22


   V A


   V A / (  q 1 ,    x N − 1 )


   V A / (  q 2 ,    x N − 1 )


   V B / (  q 1 ,    x N − 1 )


   V B / (  q 2 ,    x N − 1 )

